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This document outlines the steps to manage the length of time a user may be idle in
CommunityWFM prior to being logged out. The intended audience of this document is IT
personnel responsible for maintenance of the CommunityWFM Application Server. The
document assumes the reader is familiar with and provisioned for basic navigation of IIS

(Internet Information Services).
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CommunityWFM, by default will log users out of the system after 20 minutes of inactivity.
Security, as well as consumption of system resources, are factors in determining the correct

amount of time to wait for an idle user to be logged out.

Customers frequently contact the helpdesk for assistance in extending the logout time for
CommunityWFM, however, the Web Server hosting CommunityWFM is responsible for

managing the idle logout time.

Timeout settings are controlled by two primary settings in IIS: application pools and the website
itself. CommunityWFM, by default, uses two application pools and two websites. Each
application pool requires modification in addition to the main CommunityWFM website. The
time-out setting should be consistent in both application pools and the website.

**Caution**

Microsoft discourages excessively long expiration times. It is considered a security risk to leave
idle systems logged in for extended periods of time. Additionally, open application pools
consume system resources. Performance may be diminished by extended idle times if the web
server is not provisioned for the additional load.

877-668-6870 3400 Waterview Parkway, Suite 101
CommunityWFM.com Richardson, Texas 75080



G Community VIV

Manage Application Pools
e Open ISS

¢ Navigate to application pools from the tree control in the Connections panel in IIS.
e Click Application Pools

e Community uses two application pools:
o Community — Main website
o Community Web API- Restful service

e Click on each application pool and select Advanced Settings from the Actions column.

' |2 » u17669866 » Application Pools

File View Help

e-Hiz 8 % Application Pools & Add Application Pool...

.."5 Start Page Set Application Pool Defaults...
a {83 U17669866 (U176638661 Administrator) P

@ Application Pools

|- Sites Filter: ~ W Go - lghShow All | Group by: Me Grouping . Start
Marne Status NET CLR V... Managed Pipel... Identity Applications Stop)
B.NLTVZ.D Started v2.0 Integrated ApplicationPoolld...
@.NEI'VZ.O Classic Started w20 Classic ApplicationPoolld...
@.NFI'\M.S Started va.0 Integrated ApplicationPoolld...
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@C\assic .NET AppPool Started  v2.0 Classic ApplicationPoolld...
@Communrty Started va.0 Integrated MetworkService
@ CommunityWebApi Started w40 Integrated MetworkService
@Dafau}tAppPoo\ Started va.0 Integrated ApplicationPoolld...

This page lets you view and manage the list of application pools on the server, Application pools are associated with
worker processes, contain cne or more applications, and provide isolation among different applications, Application Pool Tasks

Recycle...
Edit Application Pool
Basic Settings...
Recycling...
Advanced Settings...
Rename

x Remove
View Applications

@ Help
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The Advance Settings box shows the properties for the + (Genera)
. . . . MET CLR Version v4.0
application pool. The Idle Time-out value is found Ensble 32-Bit Applications  True
. Managed Pipeline Mode Integrated
under the Process Model sub-section. O oy
CQueue Length 4000
Start Mode OnDemand
Change the time-out value to the desired duration fi:‘it(pmnﬂ .
. Limit Action Mokction
and ClICk OK Limit Interval (minutes) 0
Processor Affinity Enabled False
. . . Processor Affinity Mask 4294967295
Repeat this step for the other application pool. Processor Affinity Mask (64-bit ¢ 4204967295

Process Model

Generate Process Model Event L

Important: Values should be consistent across both | ——— E"‘““"“‘“““‘jﬁ
Idle Time-out Action Terminate

Name

application pools and the website.

[name] The application pool name is the unique identifier for the
application pool.
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After completing the application pools settings, navigate to the Community Website.

e Click the CommunityWeb website on the Connections panel

e Double click the Session State icon in the ASP.NET panel in the middle of IIS

The middle panel should now display the Session State parameters
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e Scroll to the bottom of the parameter list.
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¢ Change the Time-out value to be consistent with the changes in application pools.

e Click Apply in the Actions pane to apply the change.

*Note: changing this setting will force a restart of IIS.

Your system should now be configured with the desired idle logout value.
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