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Community Configuring SAML Authentication

As organizations implement multiple software systems, each with their own access control
mechanisms, maintaining user identity and authentication information becomes a burdensome
administrative task. The users of these systems are also burdened as they must remember
multiple usernames and passwords and authenticate separately in each application.

To solve these issues, the concept of Single Sign On (SSO) was conceived.

SSO attempts to singly define the access control of multiple related software systems. With SSO,
a user signs in with a single username and password and gains access to multiple systems

without having to provide separate authentication to each system.

Security Assertion Markup Language (SAML) is a standard created for exchanging authentication
data between applications or security domains. The SAML 2.0 protocol allows user information
to be shared between a SAML 2.0 compliant authority and SAML 2.0 compliant applications.
SAML 2.0 is an XML based protocol and all data exchanges are passed as standard XML
documents. The SAML standard is maintained by The Organization for the Advancement of
Structured Information Standards (OASIS).

Useful tutorial: https://www.okta.com/integrate/documentation/saml/

SAML 2.0 Terms:

Identity Provider (IdP) — A system that manages user information and provides authentication
services for relying applications. An identity provider can be established using the services of
vendors such as OnelLogin, Okta and others. Organizations may alternatively choose to
implement their own private IdP system. One popular example is the Gluu Server project.

Service Provider (SP) — Any software system used by an organization that relies on an IdP for
access control. The WFMSG Community product is an example of a SP application.

The SAML 2.0 specification is vast and supports many possible methods of authenticating users.
Community implements a redirection model of authentication. When Community senses that a
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Community Configuring SAML Authentication

user needs to be authenticated, it redirects the user’s browser to the configured IdP’s site where

authentication occurs.

The Authentication Process:

1. A user attempts to access a Community resource

2. Community senses the need to authenticate the user

3. Community redirects the user to the configured IdP endpoint

4. If the IdP has not previously authenticated the user, it prompts for username and
password

5. If login is successful, the IdP generates a SAML 2.0 compliant XML authentication
document

6. The IdP POSTs the XML document to Community’'s SAML 2.0 consumer at

https://companysite/CommunityWeb/Ul/SAML/consumer.aspx

7. Community verifies the authenticity of the XML document and reads the username
8. Community verifies the username internally, sets up the user’s session, and presents the

Community Today (home) page
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Community Configuring SAML Authentication

Identity Provider Requirements

When the Community application is set up with the identity provider, the SAML consumer
endpoint within Community must be provided as part of the setup. The endpoint is:

https://companysite/CommunityWeb/Ul/SAML/consumer.aspx

All firewall and security implementations must be configured to allow connectivity between the
IdP and this endpoint.

Community Requirements

The following SAML parameters are required by Community:
e IdP endpoint URL
e IdP Issuer URL
e Community user ID XML tag name
e X.509 security certificate

These values are generated or created when an administrator initially defines Community as a
Service Provider application within the IdP system. These values must be known prior to
performing Community's first-time setup as they are required to define SAML as the
authentication method.

WEFMSG requires an SSO user account be created for WFMSG support with access to the
Community application.

877-668-6870 3400 Waterview Parkway, Suite 101
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Okta and Community Configuration to Use SAML

From the Okta Applications menu page (using Classic Ul):

1. Select Add Application

2. Select Create New App

3. Select Web for Platform

4. Select SAML 2.0 for Sign on method
5

Click on Create:

Create a New Application Integration

Platform Web
Sign on method Secure Web Authentication (SWA)
®) SAML 2.0
OpenlD Connect

Cal

Configuring SAML Authentication

nee!

6. General Settings:

a. Type in the App name and click Next:

oc.mml Settings
o Genaral Setting
App nams y WM
App o o
©
App visibikty
[ ]
phone  877-668-6870 3400 Waterview Parkway, Suite 101
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7. SAML Settings:

Configuring SAML Authentication

a. For both Single sign on URL and Audience URI (SP Entity ID) use:

https://MyCompany.com/CommunityWeb/Ul/SAML/consumer.aspx

Note: replace MyCompany.com with your Community server name/URL

b. Select EmailAddress for Name ID format

o General Settings

e SAML Settings

GENERAL

Single signon URL @

Audience URI (SP Entity ID) @

Default RelayState @

owmm

https:/MyCompany.com/CommunityWeb/UL'SAML consumeraspx

|+f] Use this for Recipient URL and Destination URL

] Allow this app to request other SSO URLs

hits:MyCompany. com/CommunityWel Ul SAML consumer. aspx

s e, a blank RelayState is semt
Name ID format @ Emailaddress v
Application usemame i Okta usemame v
Update application username on Create and update
Show Advanced Settings
Name Name format (optional) Value
Email Unspecified L4 useremail v
Unspecified - = *
Add Ancther
GROUP ATTRIBUTE STATEMEN MAL)
Name Name format (optional) Filter
Unspecified - Starts with
Add Another
ATTRIBUTE STATEMENTS (CPTIONAL} LEARN MORE

@ Preview the SAML assertion generated from the information above

<3 Preview the SAML Assertion

Previous. Cancel

o Feedback

What does this form do?

Where do | find the info this form needs?

Okta Cenificate

4 Downioad Oxia Cerificate

877-668-6870
CommunityWFM.com

phone
web
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G CommunltyWFM Configuring SAML Authentication

c. Select Okta username for Application username 4’75 B P“\°’

d. Add Another using Email for the Name, Unspecified for the Name format, and
user.email for Value and select Add Another

e. Click Next

8. Feedback

phone
web

a. Select the options that apply to your company then click on Finish

0 General Settings @ Configure SAML e Feedback

e Help Okta Support understand how you configured this application

Wiy are you asking me this?

Are you a customer or pariner? #®) I'm an Okta customer adding an intemal app

_J I'm a software vendor. I'd like to integrate my app with Okta

n The opticnal questions below assist Okta Support in understanding your app integration.
App type @ | This is an intérmal app that we have created

Contact app vendor [ ] it's required to contact the vendor to enable SAML

‘Which app pages did you consult to configure SAML?

Erter links. describe whene the taoss. are. or srvihing sise vou think is helof
Ente ks, describe where the pages are, or anything else you thi s helpfu

Did you find SAML docs for this app?

Erter any
&
Any tips or additional comments?
Placehoider text
&

877-668-6870 3400 Waterview Parkway, Suite 101 8
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9. Sign On configuration:

a. Click on View Setup Instructions:

Sign On Maobile Impo

Settings Edit

SIGN ON METHODS

Th ages credh application. So
onm ‘:."':_-' application
MRS
Appdication usermnams is determined by the user profie mapping. Configure profiie mapping
Applicanon Usemans
Defaul Relay Stare
P
[LELE
=== profie ¥
r—
L 'J:, SAML 2.0 is not configured until you complete the setup Instructons

View Setup Instructions

Identity Provider metadata is available if this application supports dynamic configuration.

CREDEMNTIALS DETAILS

Application username format Oicta usemame
Update applcation USEmams on Create and update & Update New
Password reveal Allow users 10 securély $&4 their password (Recommendsd)

b. Copy and paste the fields into a text document and provide to CommunityWFM

project manager. Following is an example of View Setup Instructions.

phone  877-668-6870 3400 Waterview Parkway, Suite 101 9
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How to Configure SAML 2.0 for My Community WFM Application
The following is needed to configure My Community WFM

@ 1denty Provider Single Sign-On URL:

RTEEd //Sev-B49T00  chtapTev iew . 500/ pp/ Sev—B4RTRE_sycoamuni Tyw IS _2/eRuGrapal GOA LT 1ONT e ae aaal

ﬂ Identity Provider issuer:

Ratp: /Swew, akTe . oo/ ek udsapal BRI T IBRT

© %509 Cenficare:

———BEGIN CERTIFICATE——
N1 I0pOCCAsy AR Big L GAME TZEWGHABGC G5 1b 300 BCHAN I G5M s wOYIVOGE W MIZETHEES
ALUECARKIF 8 8W Ty enSe T TEWMBOGA UEBwwMUZF ul EZyYWS §aXN b2ENMAS GA LECowET 2L QY TED
HEI0AL UECwwL U HEUH. rdm] k2T T2 = ARSGHVE ANNC ! 1 O4NDIc OTUXHOA aBgioghi 1 SowiEC0EW
W 1L RAL ZE TS S B2 OWHENMT gl § ASMTYy HTU et f gl S ASMTY N SU 0Bk JELMAKGALUE
EHMC VM AR GHVBAGMCKNRDO b 2 buahE ¥ JAUBGMVEACHDV NG I B0CnE U T2 L 2T 2 8xDTAL BghY
BACMBE ST AGE X DASEONVEARRC INTT1 By SZ 0T 0V yRPWE QT DVOUDOADK ZXY +000SNTI HRwaGa T
Ko ThveMAGk BF gl phaZ 0 JGEUT 29 M IR ] JANB gohk | BRwBAEF ARDCAQRAM IBCGHTAQEA
NG SONUSF SRS T 2B 5y AnS LEK I EBsKdeGEE THe Jo kX TG ERTIGZUL Y/ 1F 1 thaHEmmal
BryRy TxvbPF Hedset/Ch 0L s § [Toa0SeTIuC £ oo Yol J2B Selc-1 b4 TYErovTebBONVLE4nE
1hXhCoeSy e jsbal N SZHcooh- 1 BN HNEZ WO ETF sbd | knrhPuPpbeT gef <o S0UTUB I RTnIVNE
CHETEMA L 4c-pi Oni 01 {VVaAdw0Hug i Dq-H5ek ] s ixAceBE T Op2SCkEy  ThhoUB0hssva {Jacyl
T 30sBbzRo PrNE au /BEud dul KEEIUL a TWO L DAQABNADGCS oGS ThIDOEBOWLIAAY T BAQEHD TN
$4TH850Vy HNCCUR 8y CrtmmrsORbrMIs 0L 4-Hes GTT/ / TRCMOTUS yite D gv { SENDWA SHTVLRE JTP
QUFZzF { datrzmzgcHNGRT | ySpWIOHL Pgd 3904Ppfr B0z TU2 Jor TxmTeZuBGToYs Vel tod j«bi
*RAD0]EZ SBDESETI0VE o/ trbe4 ] SROLFDNS £ T1sUKrL Y Sokp- TU2=di n3 4 y ThasPwiITvyinaky
aSgagt VanaNLLP - Y RMLEOMNER SE 2R Grt W7 Ly 90 JF Snvbln T L4zar Rt ou ) jCREy 8N
M e O Ve U BVE gebrB L Ol /0T

—mmmnEND CERTIF ICATE—mmn

Downicad certificate |

Cptional

) Provide the following IDP metaciata to your SP provider.

<?umi version="10" encoding="UTF-8"*><md EntityDescriptor entitylD="hitpwewaookta.com/exkardcapal GO Y0NT e
ATl M Lm Oasi s nameS 10 SAML2 Ormetadata "~ md: IDPS S0Descriptor WantAurhnRequestsSigned="false”

profocolSupportE numeration="urm oass names ICSAML 2 Oprotocol <md KeyDescriplor use="sgning =ds Keyinfo

xmilng g IR v w3 orgl 200009 midsigs<ds X090

gy XS09Cenificae=MIDpDOCAygAWIBAGIGANT TZEWOMAOGC 50G S 3DOEBCWUIAMIGEMORewC QY DVOQGEWIVIZETMBEG
ANECAWKOIFLaWZvemSo TEWMEBOGATUEBwwWNUZ FUIEZYWSjadN brENMAS GATUECGWETZIOYTEL

MBIGAIUECWWLILINPUH hdmikEXIxEz ARBgNVBAMMC MmN DR IO TUxHDBABgkghk iGIWOBCQEW

DAL T AL 2005 5{b2 OnvHhe MM T ASMT YN TU Whe MM A SMT YL CBR EL MARGATUE

BnMCWWNREZARBG MNVBAGMCKNNBG Imb3 JusWExFJALIBgNVBACMDVNNDBGomPUY 21z 28xDTAL By
BAoMBESdGEXFDASBgNVBASMCINT TIByb 3ZpZ GV MRMWESY DVOC DDApR X YIODOSMTEIMR GG

KoZitve NAGKBFgpbmTvOGIrdGEUY 29tMIIBI ANBgkghkiGShwOBADEFAAOCACEAMIBC gRC ACEA

20ENbe X MUSFSRSY 2BrSvE AWSI EKIBSs Koo GiETM gt TG/ SR 3IgZL IFRhaNVHsmawmS

BryRyZovbPFMed e\ ChACLa Zes 05 TuCBLo Yol M4 2 Bfe Cond/ TY EravTe bBOMYLE4NE
Th¥hCoeSyZcrbmafNSZMecoh=-18xkNIHRZ AW IHE TR b8 umrhPPgSaTge P-cBOUBIRINIVNG
CNETSMRIAC+pIGwWIOIWYEASODMUgICy-NSe I Ao S8V kDD 2 BCKEyThhol IBOhs svzj350gL

MZkO30EBE2ROIPEWE /Bl ZB I L TWOHDAQABMADGC SaGSIb3D0EBCWUAAMBACEHO WD
ATeeSOVHMeCUkaRITEMmMGRBNMOSOLS+Herg T/ WaCMgZ Usyxe SupiSFNGWATHTVIMLI TR

QUF2zF sz mzggHNGR T GoWOMLPgA3q04PopEraGxU2 SoriemTeZuB G Tore e S+bW

*RADOIS21de0552 Cviad hnbeSHROFDX pi TEmUKILYSSHp-ILU2mdin3gyChdSPwy 22vyisabq -
oSg+ghf+neMLUP+gSYRMUBDMNB RS EZRIGPOAWT Ry 9GP St ChlY L4z 4rRdrlu JCSE 6N |

i e U it S g e e e e T et L&

phone  877-668-6870 3400 Waterview Parkway, Suite 101 10
web CommunityWFM.com Richardson, Texas 75080



G CommunltyWFM Configuring SAML Authentication

* )
10. CommunityWFM Server Configuration 4’75 B P“\°’

a. Community professional services engineer will paste the configurations provided
under Configure SAML Authentication page under Settings > Application
settings > Global settings & preferences

b. There are two SSO types available under Single Sign On Type:

i. Service Provider (SP) Initiated SSO:

Settings > Apphration sertngs > Global settings & preferences

SAML 2 Configuration

SAML 2.0 settings for single sign on
Click here to view Commeunity’s SAML metaclata
Chick hene far Bgging opLoRs

Single Sign On Type: Sarnce Pronder (3F) Intsabed S50 v'|

Identity Provider (IdP) Configuration

AP Request Snding: HTTP Pasl Banding .;|
AP Location [URI: hatpes fidew B49585 chtapreview com/appidev-BA0505_mycommunitywim_2iexky

SAML Response Processing

Commurity Lisemame: i Containgd in BamelD of Subject statement
(Cr Cordained in Afiribube:

Evaluate [0 ey walue

1505 Cartificate valus:

I IEDCE Ay g AT B TEANF 7 TBIGPADGE S /65 T MDE BOwMAT GSHswOQYIVQOEEW TV =
2B TFBEAA LUEC A TF 5§ BWZvem S VT EWHBOEAL UE Bundii 2 Fu T EZy VS f aide bz Enra sas [
g T 250 T I T0A TV Cinel W INPUN v dnl kT Tl AR gAVIAATICmA 1 d 4 BanEi 10TY

ki qh ] G B EWDHL Aol 2 L8 55 Bt T bt | ASHTY yHT Ly NP o
M ABFT y U0 K ELHARGA I EBRMCVIE S AR B ENVEAGHCKNBE S Lab 3T uabif xF {08
FVEACHDVIhb L BGeaFuY 21TV I TAL BEHVBAGE LS ro EnF DASBEAVEASHCINT TLEYbD
T Ty R E QTN QDDA kT LODY M Th LB ¥ T80T Thyc RAQREF g1 phn (s roSE
ur IFEMI AT jandghghki0eEagt FAAOCAQEANE DBl ERCAGEAIEENDe + Juxtun P drfis v
B Swbidn S LEKABSsEA0RE THe It bSRIGIVEN 1F 1t halvHsarmwmaBny Ry Sk PFis
4al/ ChICLA] 1T 5057 LuCT Mo Vel 1 26T eC e 1bd/ THEr 2y TebBNLESnE 1hXhE *
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phone
web

Configuring SAML Authentication

ii. ldentity Provider (IdP) Initiated SSO:

Sngle Sign On Type

WP Locastn (LRI

Commufity Lisrmame

Evaluabe:

Sethngt  Apbraton semegs > Glota temings & preferenced

SAML 2 Configuration

S L0 vetting o ngle sign on
Chek Fepra b vierw Coemymeoraty™s SAML matadata
Chck Fgrg for kegging Spticed

Ieritey Prosider (107 Intiated S50 -
Identity Provider {(IdP) Canfiguration
hitprs - S4D555 olaaprensesw com/apevdev-B40565_mycommuniywim_2fedcor|

SAML Response Processing

) Containgd in Bumee of Subject Ritemint
) Contained in &bt

] tissr value

K Carthoate vk

T TOROOC Ay AT RAg TGAF 7 TR 5158 THIDGEAC wN] G5 sl SV IVORGEu VL ~
TETHREGAIVEC AR IF 5 mﬂmmmummhum

LR Gyt TIEQYTELHE I GATUEC vl UEHPURD v Lk IX D
wmmumwhwmmmjp
BT i fwie € Bl LA BA Do BT VA bl RS A il bbb L sl P { AR
VLMD B0 onl WL 1Y 2 BD TALBEHVEAOAIE G S0 P DS BgVBABHE INTT b )
2 D M B VTGO I Y EOOOANT 1 Mol g W IS T RAQR P g 1 b v d0 8
Y RREHTTE G g gk L G B F AR SORANT BB T AQEAS BN 4 tHUSF S 1REVE
BtSvEAsS LER RS2 e 0tE T JgtuPGrBSR qTURL/ 1P ]
asdd/ ChIEL a4 122 0015 71w ¥ JLoz ¥oksNa3 J84 BCc + Lba TV Er 2y TaEDPNE BAmt LRIAC v
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Community Configuring SAML Authentication

Community’s SAML Logging Configuration

Community Version 4.4 Cumulative Service Release 2 (4.4SP2) provides users the ability
to enabled enhanced logging to troubleshoot SAML failures under the Click here for
logging options link under the Configure SAML Authentication page under Settings
Application settings > Global settings & preferences:

SAML 2 Configuration

ey S

hilps Fdev-245505 cidaprenew oo appidey -S4 8555_mycommuniyeim_2exic

Users have the option to enable enhanced logging duration for the next 5 minutes, 15
minutes, or 30 minutes. The logging will automatically stop after reaching the specified

duration:
[ su omrocrtpmn ]
Tusn kegging off
L1
877-668-6870 3400 Waterview Parkway, Suite 101

CommunityWFM.com Richardson, Texas 75080
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Community Configuring SAML Authentication

In addition, the user has the option to select the logging target(s): Log to Community
Server's Application Log and/or Log to Community's Database:

SAML Logging Configuration

Following is an example of the logs reported:

[/SAML/consumer.aspx] SAML consumer called at 11/16/2020 2:46:34 PM.
[/SAML/consumer.aspx] Attempting to read Community's SAML configuration...
[/SAML/consumer.aspx] Community's SAML configuration was successfully read.
[/SAML/consumer.aspx] HTTP POST binding detected.

[/SAML/consumer.aspx] POST data successfully read. (Length: 6275)
[/SAML/consumer.aspx] SAMLResponse was successfully read. (Length: 6208)
[/SAML/consumer.aspx] Decode was successful.

[/SAML/consumer.aspx] Creating Response object...

[/SAML/consumer.aspx] Response object created.

[/SAML/consumer.aspx] StatusCode evaluation...<PASS>
[/SAML/consumer.aspx] Issuelnstant evaluation...<PASS>
[/SAML/consumer.aspx] Reading Community username from attribute Email...
[/SAML/consumer.aspx] Failed to read from Attribute Email
[/SAML/consumer.aspx] These Attributes were presented...

Key: 'http://schemas.microsoft.com/identity/claims/tenantid’ Holds Value: '93ca9525-cce1-42c8-8b0d-8ce24900b910'

Key: 'http://schemas.microsoft.com/identity/claims/objectidentifier' Holds Value: '26254ad1-37b4-43da-9a19-
79f032f9b8fc’

Key: 'http://schemas.microsoft.com/identity/claims/identityprovider' Holds Value: 'https://sts.windows.net/36ee4888-e62d-

476¢-924a-a7dc71ba90fe/!

Key: 'http://schemas.microsoft.com/claims/authnmethodsreferences' Holds Value:

'http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password'

Key: 'http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name’' Holds Value: ‘agentname@wfmsg.com’

Key: 'http://schemas.xmlsoap.org/ws/2005/05/identity/claims/email’ Holds Value: '‘agentname@wfmsg.com'

877-668-6870 3400 Waterview Parkway, Suite 101 14
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Community

The Windows Server Application Log

When the SAML authentication process fails, the user is presented with a generic "SAML
authentication failure” page without details of why the failure occurred. Specific details about
the failure can be found in the Community server’s application log.

Community’s SAML Debugging Endpoint

Community also provides a debugging endpoint that provides useful details while troubleshoot
SAML failures.

To use this resource:
e At the IdP, temporarily change the Community application’s consumer endpoint to:

https://companysite/CommunityWeb/Ul/SAML/test.aspx

e Perform a user login

e Community will display a debugging page

The debugging page displays the exact parameter values that were contained in the XML
document received from the IdP. These values can be used to identify and repair any
mismatches contained in Community’s SAML configuration.

877-668-6870 3400 Waterview Parkway, Suite 101
CommunityWFM.com Richardson, Texas 75080
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Setup notes utilizing various SAML IdPs

Okta

From the Okta Applications menu page, select Add Application| Create New App. Create a

Configuring SAML Authentication

platform "web”, SAML 2.0 application.

L]
==
-,

Create SAML Integration

App name

App logo [optional) @

App visibility

Cancel

Community WFM

C-lcon-FF9A02-256.png Browse.. |

Upload Logo

[] De not display application Icon to users

D Do not display application icon in the Okta Mobile app

When asked for the Single Sign On URL use:

https://ReplaceWithYourCompanySite//CommunityWeb/Ul/SAML/test.aspx to test and then

replace with the application url below

https://ReplaceWithYourCompanySite/CommunityWeb/Ul/SAML/consumer.aspx,

use the same URLs for Audience as used for Single Sign On.

phone
web

877-668-6870
CommunityWFM.com

3400 Waterview Parkway, Suite 101
Richardson, Texas 75080
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https://replace/

Community V\/FM Configuring SAML Authentication

Add an attribute under “Attribute Statements” with name of Email, format can remain

‘'unspecified” and the value should be user.email

e SAML Settings

Bl

GENERAL

Single sign on URL & https://MyCompanySite/CommunityWeb/UI/SAML/consumer.aspx
Use this for Reclplent URL and Destination URL
D Allow this app to request other S50 URLs

Audience URI (SP Entity ID) & https://MyCompanySite/CommunityWeb/UI/SAML/consumer.aspx

Default RelayState §)

fno value Is set, a blank RelayState Is sent
Name ID format @ Unspecified v
Application username 6 Okta username v
Update application username on Create and update v
Show Advanced Settings
ATTRIBUTE STATEMENTS (OPTIONAL) LEARM MORE
Name Name format (op Value
Email Unspecifizd v useremaill v

Add Another

The remainder of the configuration can remain at their defaults.

After progressing through the wizard and completing the creation of the app, it should bring
you to the “Application Sign On Page”:

phone  877-668-6870 3400 Waterview Parkway, Suite 101 17
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G CommunltyWFM Configuring SAML Authentication

© &
v, ©
ERp®

Select "View Setup Instructions.” This has the parameters necessary to configure the Community
side of the connection.

Settings | Edit |

SIGN ON METHODS

The sign-on method determines how a user signs Into and manages thelr credentlals for an application. Some sign-
on methods require additional configuration in the 3rd party application.

Application username Is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

SAML 2.0 Is not configured untll you complete the setup Instructions.

| View Setup Instructions ‘

Identity Provider meta avallable If this application supports dynamic configuration.

CREDENTIALS DETAILS
Application username format Okta username
Update application usermame on Create and update | C,' Update Now
Password reveal Allow users to securely see thelr password (Recommended)
phone  877-668-6870 3400 Waterview Parkway, Suite 101 18
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o &
The following is an example of what is displayed after selecting "View Setup Instructions.” "'rER Pv.\°’

The following is needed to configure Community WFM

o Identity Provider Single Sign-On URL:

https://dev—549595 . oktapreview.com/app/wimsgincdevE49595_communitywim_1/exkk1@7lcor IdFm2TehT /ss0/saml

o Identity Provider Issuer:

http://www.okta.com/exkkl@Tloor IdFm27ahT

© X509 Centificate:

—————BEGIN CERTIFICATE-——

MIIDpDCCAcygAwI BAGIGAWF TZBWQMARGCSES Ib3DIEBCWUANIGSM)sWC)Y DVQQGEWIVUZETMEES
ATUECAWKQ2FsaWZvemSpYTEWMBOGAT UEBwwNUZF uTEZyYWS jakN jbzENMASGATUECOQWET2E@YTEU
MBIGA1UECWWLU1INPUHJvdm] kZXIxEzARBgNVBAMMCmR1di@4NDk1 OTUxHDAEBgkghk 1 GOWBBCOEW
DW1uZmOAb2t@YSS jb2ewHhc NMTgwM jASMTYyNTUyWheNMjgwM jASMTY yN jUx jCBK jELMAKGA1UE
BhMCVVMxEzARBgNYVBAgMCKNhEG1mb3 JuaWExF jAUBQNVEACMDVNhbiBGemFuY21zY28xDTAL Bghy
BAcMBESr dGExF DASBgNYBASMCINTT1Byb3ZpZGVyMRMWEQYDVRODDAPK ZXYtODQENTK 1 MRwwGgY
KoZ IhveNAQKEF gl pbmZvQEordGEUY29tMIIBI jANBgkghk i GOWDBAQEFAADCAQSAMI IBCOKCAQEA
2bBNbe+ jxXMUsFErRsY2Bt5voAwWS 1EK i BSsKdeGLETMec gt x TG fbER3gZULY /1 F 1 th4NVHsmwwmS
8nyRy3xvbPFMs4awh /ChJCLajJZcs05cTluC filozYoUM4)2BfeCo+1bd/TYEr 2vTebBOMVL84nE
1hEhCceSyZc jzbm@ fNi9ZMccoh+18kN1HhZdWD1 ETFsb81kmrhPkPgBoTgeP+co08r UBIRZhIVNS
CMETSMR14c+p1Gwil] jWVzAdwQDMugiCg+NSeK] z xAceS8YkBp25CKkEyY i Thhol80hssvz j3scgl
1XZk(Q30s56zRoJPEWE++/BtufiulKZ5JJLa TW]IDAQABMARGCSqGS Ib3DQEBCWLIAALTBAQBHOSWY
147ss50Wy jHNeCukeRrCxtmmmGRbnMOsOL4+HerTT / /YaCMgZUsyxe3tgwi SFNGWATHTVImiJTP
gUF 2zF1daWtnzmzggHNgRT1 yEpWXOMLPg43g04PppbraGexIU23or TxmTsZuBGToYsYs1te j+bW
xRdDO1521dbD5 f5ZCvio/hnbed] fROLFDXpiTImUKr LYS9Hp+IU2mdin3i jyChdSPwY2ZvyisaEq
oSg+g1V+nelNLUP+gSYRMUBDMNBF SEZR1Gpt VWTJ 1y9GxJF SnvbChJ Y1 Ldz4rRdrikul jCSEY6+NE
tM¥nredlYexilcul8VEgebr BiOkxu,/0T

————END CERTIFICATE-———

Please copy and paste each of these in their entirety into a text document and provide to
WFMSG Project Manager.
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Azure Cloud ADFS
1. In the Basic SAML Configuration section, two values that need to be set on the ADFS side
are the “ldentifier (Entity ID)"” and the “Reply URL (Assertion Customer Service

URL)". Those need to be set to

https://ReplaceWithYourCompanySite /CommunityWeb/UI/SAML/test.aspx to test and
then replace with the application url once testing is complete
https://ReplaceWithYourCompanySite/CommunityWeb/Ul/SAML/consumer.aspx

Home > testwfmsg > Enterprise applications - All applications > ADFSTest - Single sign-on > SAML-based sign-on
ADFSTest - SAML-based sign-on
Enterprise Application

& T Upload metadata file L2 Change single sign-on mode “ Switch to the old experience = Test this application

B overview K}
4" Welcome to the new experience for configuring SAML based S50. Please click here to provide feedback. =
i’ Getting started

Beploymert Plan Set up Single Sign-On with SAML - Preview

e Read the configuration guide & for help integrating ADFSTest.
! Properties
o Basic SAML Configuration K
.-.i owners
Identifier (Entity ID) https://upgradetest wfmsg.com/CommunityWeb/Ul/SAM
£ Users and graups L/consumer.aspx
: - Reply URL (Assertion Consumer Service URL)  https://upgradetest wfmsg.com/CommunityWeb/Ul/SAM
D singlesign-on L/consumer.aspx
3 Provisioning Sign on URL Optional
Relay State Optional
i Application proxy Logout Url Optional
C  Self-service
Security 9 User Attributes & Claims /
) Conditional Access Givenname user.givenname
Surname user.surname
A Permissions Name user.userprincipalname
Email user.mail

© Token encryption (Preview)

Unigue User |dentifier user.userprincipalname

Activity

H Audit logs

= Access reviews

Troubleshooting + Support
& Virtual assistant (Preview)
K Troubleshoot

.'. New support request

D Sign-ins 9

SAML Signing Certificate

Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

Set up ADFSTest

Active
55330ECE2402F389D96F55B304447B4BEEF36498
4/18/2022, 111552 PM

ansley@wfmsg.com

https:/loginmicrosoftonline.com/93ca9525-ccel-4...

Download
Download
Download

You'll need to configure the application to link with Azure AD.

Login URL
Azure AD Identifier
Logout URL

https/loginmicrosoftonline.com/93ca9525-ccel-4...

https://sts.windows.net/93ca9525-cce1-42c8-8b0d-...

https://loginmicroseftonline.com/common/wsfede...

View step-by-step instructions

9 Test single sign-on with ADFSTest

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

phone 877-668-6870
web CommunityWFM.com
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2. Inthe User Attributes & Claims section, select edit (pencil icon) and then edit the

individual “claim” for the email address. Different from the image below the Claim Name

will contain the entire “Namespace”.

User Attributes & Claims

O X

+ Add new claim
Mame identifier valus: user.userprincipalname [nameid-format:emailAddress] f
Groups returned in claim: None f
CLAIM NAME VALUE
Email user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier useruserprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

3. The "Namespace” needs to be removed and the “Name” should be set to the shorter text

of "Email".
Manage user claims *
* Name | Email v|
MNamespace | Enter @ namespace URI |
Source @ Attribute O Transformation
* Source attribute | user.mail W |
phone  877-668-6870 3400 Waterview Parkway, Suite 101 21
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4. Please copy and paste each of these in their entirety into a text document and provide to

WEFMSG Project Manager.

a.
b.

C.

877-668-6870 3400 Waterview Parkway, Suite 101

The ADFS “Login URL" = “SAML IdP Endpoint”

The ADFS “Azure AD Identifier” = "SAML Issuer”

The ADFS User Attribute name of “Email” = "SAML XML User Attribute”
The ADFS Certificate (Base64) = “Security Cert

22

CommunityWFM.com Richardson, Texas 75080
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