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The Basics
Community has four login methods

1. Application Login

2. Windows Login

3. Third Party Passthrough

4. Single Sign On (SS0)

Application Login

Application Login is the default login method for Community and is the most popular option.
The login page uses a username & password combination that is stored in the Community3

Database.
w = (] x
C User Login x 4+
& - C @ demowfmsg.com/CommunityWeb/Ul/Login/CommunityLogin.aspx Q =2 v+ O @ » O 2
a 'WFMSG Sharepoint... a Professional Service... G Helpdesk : Commu..  #4 Master Customer R... @ RedSail Tech :i‘; Slack | communityw... »

CommunityWFM

Signin
User name
! |

Password

Sign in Reset

Reset password

Build version 5.0.378.665 Cumulative Service Release 1

Phone  877-668-68703400 Waterview Parkway, Suite 101
Web CommunityWFM.com, Richardson, Texas 75080




5 Community

How is it interfaced?

Login Methods

0 - Digit in Authentication Mode in the “t_almanac_params” table

* User IDs are located in the “login_id” field in t_agent table

* Can use either a text login ID or a text email address

* Verifies the login ID against the t_agent table, resolves the password, and serves the

agent profile

ACLD-791-APP.Co...t_almanac_params R X

2 MinimumTimeCOff&pprovalRele 300

3 MinimumAutofpproveRuleRele 300
b 4 AuthenticationMode 0

23 24HeourClock False

28 ImperscnateloggedinSupervisor  False

za_almanac_p..  param_name

param_value

How do we troubleshoot?

* Username and Password used with Application Login works with Community
Android/IOS Apps (if licensed).

» Password resets can be done by those with S i
done by Account, Service
accounts at the same privilege level or above. Step 1: Basic properties
* Recommended password reset process:
Basic properties  Custom properties  User login credentials
1. Navigate to the agent profile
User credentials for Web and Mobile applications
2. Click “"Generate password” User D
wimsg
3. Copy & paste the password into the
Application Password
“Confirm password” field Generate passuord
4. CIle "Save" Confirm password
5. Verify the new credentials by logging in
Save
6. Send the new credentials to the user
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Windows Active Directory Login

*  Windows Active Directory Login (or “Windows Login”), is a method most popular with
On-Prem customers.

* 1 — Authentication Mode

* Instead of the request being processed by Community, a login request is passed through
the Active Directory server for the agents' Windows profile and is then matched in the
t_agent table.

I_ FROM [Community3].[dbo].[t_almanac_params]

] Results
i sa_almanéb _pafam_id“ param_name param_value CreateDate LastUpdate

1 2 Minimum TimeOff Approval Role 300 2002-08-28 10:38:07.000 2014-01-23 08:42:17.870
2 3 MinimumAutoApproveRuleRole 400 2002-08-28 12:23:48.000 2014-01-23 08:42:17.873
3 4 | AuthenticationMode 1 2002-0909 16:45:29.000 2002-05-09 16:45:29.000
4 23 24HourClock 0 2002-09-23 10:57:08.000 2014-01-23 08:42:17.910

‘7 FROM iColInun;t)‘rS] .[dbo].[t_agent]
100% ~ <
[ Resuts [13 Messages
first_name last_name title employee_id  supervisor_id  sa_activity_id  hire_date work_type  login_time sa_timezone_id BEdemalUserld  UserTags
1 Teresa Kasperczyk ~ Oh Sales Manager i 951 4an 2005-01-25 00:00:00.000 1 NULL 0 35 cosatk01 NULL
2 Alison Garetson 4 11401 951 41 2005-01-27 00:00:00.000 1 NULL 0 20 ntpfag01 NULL
3 Sean Stewart Worlforce Manager 11575 NULL 41 2007-06-18 00:00:00.000 68 NULL 0 20 ntesss01 NULL
4 Anna Valencia CS Asst Mgr 11823 3 412 2005-01-25 00:00:00.000 1 NULL 0 20 ntesav01 NULL
5 Julie -AZ -H  Capell TN QA Specalist 1312 951 41 2007-11-26 00:00:00.000 69 NULL 0 20 NTCSJC02 NULL
6 WFMSG ServiceAcct DO NOT DELETE NULL NULL 4n 2006-01-01 00:00:00.000 1 NULL 0 NULL WFMSJT30 NULL
7 WFMSG Support DO NOT DELETE NULL NULL 4n 2000-07-31 00:00:00.000 1 NULL 0 20 blasch1
8 Dejuana Fowler Sales Manager 33234 4966 41 2010-03-17 00:00:00.000 1 NULL pgac\cosadf0l 0 400 3B cosadf0l NULL
9 John O'Sullivan Senior WFM Analyst 14456 5167 376 2011-01-10 00:00:00000 1 2022-05-03 07:04:41.497  pgac\ntcsjo01 0 400 20 ntcsjo01 NULL
10 Christine Perez Sales Admin NULL 951 41 2013-04-01 00:00:00.000 1 NULL pgac'\pasacp01 0 400 4 pasacp01 NULL
11 Constance Briggs Associate WFM Analyst 2871 5167 L 2015-10-12 00:00:00.000 1 NULL pgac\PACSCBO2 0 400 4 PACSCB02 NULL
12 Dominick Arena Associate WFM Analyst  NULL 5167 412 2017-12-04 00:00:00.000 69 20220503 08:53:29.047 PGAC\PASADA3D 0 400 4 PASADA30 NULL
13 Km Sanford Ohio Admin NULL 3338 4n 2017-12-11 00:00:00.000 68 NULL PGAC\COSAKS01 0 400 35 COSAKSO1 NULL
14 Jennifer Strzala Associate WFM Analyst  NULL 5167 41 1997-02-18 00:00:00.000 68 2022-05-0207:44:58.463 PGAC\COSAJS02 0 400 35 COSAJS02 NULL
15 Jay Shubrowsky ~ Workforce Analyst 3210 5167 411 2003-01-27 00:00:00.000 1 NULL pgac\COSAJSO1 0 400 35 COSAJSO1 NULL

* Logins use a specific format:
*  Domain\User
+  Community\jturner

* The User ID needs to match in the login_id field in the t_agent table.
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How do we Troubleshoot?
» Check the login ID and Agent Profile.

» User credentials can be found by using “whoami” command in the command
prompt of the client PC.

* Check Agent Profile Employment
* Make sure the agent is “Active” and not “Inactive”
* If confirmed that it's the same login, check for leading or trailing spaces.

+ If that does not work, Send a request to the customer for a meeting, cc Community
Support.

* The meeting should involve the Five9 support agent, Five9 support supervisor,
Community Support, and Community Systems Engineer.

Third Party Passthrough
+ Community is wrapped and served inside another web page.
*  Most common occurrence is Five9/CSI with their Virtual Observer Suite.

+ Five9 manages the user accounts and passwords.

W =

@ Fived WFO - Login X 4+

& - € & demo3acsiworld.com/VirtualObserver/vo.voml?vwginstance=8c61588119d14ddebt.. 1 % © @ » 0O

a WFMSG Sharepaint.., Q Professional Service... G Helpdesk: Commu...  #4 Master Customer R.. @ RedSail Tech :i‘f Slack | communityw... »

Forgot Password?

Phone  877-668-68703400 Waterview Parkway, Suite 101
Web CommunityWFM.com, Richardson, Texas 75080




@ CommunltyWFM Login Methods

* 2 - Authentication Mode

Authentication is handled by Five9/CSI profiles

* Matches the User ID in Virtual Observer and Community to serve the Agent Profile
+  Community is wrapped in the Virtual Observer window

+ Community is inaccessible through the normal /communityweb/ extension

* [t uses the extension /VirtualObserver/vo.voml?

How do we Troubleshoot?

* Check URL extensions if you can't access a site.

. = (m] X
@ 403 - Forbidden: Access isdenie: X 4
¢ = ¢ ((a Hemodacsiword 2 %)0 @ % 0 2
B WFMSG Sharepoint.. B Professional Service.. (T Helpdesk:Commu.. #. Master Customer R.. @Y RedSailTech 5§ Slack | communityw... »

Server Error

403 - Forbidden: Access is denied.

You do not have permission to view this directory or page using the credentials that you supplied.

* Try changing the URL from /communityweb/ to /virtualobserver/vo.voml? to see if the
page will resolve

Fived WFO - Login ® +
d

« > O @ demo3a.csiworld.com/VirtualObserver/vo.vom|?

v
@ Fived WFO - Login x 4+

€ > C @& demo3acsiwerld.com/VirtualObserver/vo.voml?vwginstance=8c61588119d14ddebl.. 2 % O @ ® O &

® WFMSG Sharepoint.. EJp Professional Service.. (L Helpdesk:Commu.. #. Master CustomerR.. @ RedSailTech 52 Siack | communityw... »

Username:

Password:

Forgot Password?
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» Confirm that there is a Virtual Observer Profile for the specific agent (e.g., tcotharin).

& Fived WFO - Login * +

<« => C 8 demo3a.csiworld.com/VirtualObserver/vo.voml?vwaginstance

5 WFMSG Sharepoint... ﬁ Professional Service... G Helpdesk : Commu... #% Mag

[PRACHNEVERCRRY,

01010111010

0 Picsso Login...

Username:

| tootharin

Password: Forgot Password?

* Confirm that there is a Community Profile for the specific agent (e.g., tcotharin).

SR = [ =] * | -

Basic properties  Custom properties  User login

Maintain the user account settings

User name

tcatharin ‘

Login for mobile applications

Mobile application user name

tcotharin ‘

Password

Confirm password

Save
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* Confirm that the User ID is the same between the two profiles.

*  When all accounts match in Virtual Observer and Community you will see a profile

served like this:

<« C & demo3acsiworld. (Observer/vo. e=e503ced1ach74d e % O@» 02 :
[ WFMSG Sharepoint.. K3 Professional I Service... € Helpdesk: Commu...  #. Master CustomerR.. @ RedSailTech 3 Slack | communityw.. (@) Fived, Inc. - Sign In

Fle View~ Help

HReGOBRES X0

Cor Fived WFO - My Community - (tcotharin)
[ EventLog | Z My Communit ity [x]
les N
Published Agent Schedule by Super Cotharin, Todd (!
Published Agent Schedule by My Te. Today Settings Plan Forecast Schedule Report Help
& Create Time Off Events
7 Tme Of Analysis Report by SUbeni o day's Hot News Schedule Adherence Monitor
Schedule Transactions (swap reque:
nce P S . . ) .
ot e Aets Justin David Lynn! Weather Alet: storm incoming, at h “ustomer Service [ Customer Service]  Team [ Spanish speaking ]
Dy Tuescay, 03 May 2022 1020 am
<7 Daily by My Team Today's Links
7 Historical

 Accrued vacation report
o Google
o Regulatory guidelines

© CRM App
Schedule Transactions
View outstanding schedule transactions

Current Schedule Transactions

Current Transaction Responses

‘
O} Administration
ce

an

= Ker
g Feaures ﬂ 5
v

minutes]
| community et
s
(77 Speech Analytics m out. minutes]
Analytics
ail .
A Tools 0wt of adnerence for minutes]
| W] scheciuied for event type Work

| Alerts
- Hunter, Satika
89 | out o adnerence for 01:20 (noursminutes]
] e orcvr rpe work
/\ Renfroe, Dave
Five9 ot arere 01 D]

All Ahouit Me.

+ If that does not work, send a request to the customer for a meeting, cc Community

Support.

* The meeting should involve the Five9 support agent, Five9 support supervisor,
Community Support, and Community Systems Engineer.
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® 1o

SSO Login allows for one login and passthrough
for all programs.

Authentication is handled by an SSO provider
like Azure (Microsoft), Okta, OnelLogin, or

» Connecting to Fived Community WFM SSO

JumpCloud.

Forgot Password

Powered by Onelogin | Terms | Privacy Policy

When a site uses SSO login, the webpage will redirect from the homepage to the SSO login
page.

@ MNew Tab x +

c o https://cloud191.csiworld.com/CommunityWeb/

Onelogin ® =+
o :

& & bullhorn.onelogin.com/login2/?return=eyJhbGaOuUlUzI1NilsInR5cClalkpXVC)9eylic... & ¥

* We are not provided with an SSO account by the customer.

* The site uses an attribute that is determined by the customer.

877-668-68703400 Waterview Parkway, Suite 101
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*  Most common practice is to use email address for the attribute.
n

Maintain the user account settings

Basic properties  Custom properties  User login

User name

sarita parker@nsmg.com

Save

How do we Troubleshoot?
*  Community does not pull down accounts from SSO providers.
+ Create Agent accounts in Community first and then setup in the SSO.
* Populate the user login entry in the Agent profile with the unique attribute.
+ E.g, jturner@communitywfm.com

+ Confirm that it matches the email address in the SSO profile.

[/SAML/consumer.aspx] SAML consumer called at 4/29/2022 2:42:39 PM.
[/SAML/consumer.aspx] Attempting to read Community's SAML configuration...
[/SAML/consumer.aspx] Community's SAML configuration was successfully read.
[/SAML/consumer.aspx] HTTP POST binding detected.

[/SAML/consumer.aspx] POST data successfully read. (Length: 7103)
[/SAML/consumer.aspx] SAMLResponse was successfully read. (Length: 7012)
[/SAML/consumer.aspx] Decode was successful.

[/SAML/consumer.aspx] Creating Response object...

[/SAML/consumer.aspx] Response object created.

[/SAML/consumer.aspx] StatusCode evaluation...<PASS>
[/SAML/consumer.aspx] Issuelnstant evaluation...<PASS>
[/SAML/consumer.aspx] Reading Community username from attribute http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress...
[/SAML/consumer.aspx] Username = reyesl@nsmg.com

[/SAML/consumer.aspx] X.509 Certificate evaluation...<PASS>
[/SAML/consumer.aspx] Issuer evaluation...<PASS>

[/SAML/consumer.aspx] Authentication failed...user 'reyesl@nsmg.com’ was not found in Community.

877-668-68703400 Waterview Parkway, Suite 101
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Using this login we find:

2ot AEEEE

Basic properties  Custom properties  User login

Maintain the user account settings

User name

Leticia. Reyes{@nsmg.com

Save

* Ask: Is the issue with all agents or only some agents?
+ If all agents: suggests a problem with the SSO settings and configuration.
» Contact customer’s SSO engineers to diagnosis the issue.
* If only some agents: suggests a problem with the individual agent profiles.

+ If that does not work, send a request to the customer for a meeting, cc Community
Support.

* The meeting should involve the Five9 support agent, customer’s SSO engineer, affected

customer agent, & Community Systems Engineer.
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